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MATERIALS CONTROL AND ACCCUNTING (MC&A):

THE EVOLUTIONARY PRESSURES®

Jemes P, Shipley, Los Alamos National Leboratory
Los Alamos, NM B7545
(505) 667-6394

ABSTRACT

Nuclear materisls control and accounting sys-
tems are subject to pressures of both regula-
tory and institutional natures. This fact,
coupled with the emergence of new technology,
is causing evolutionary changes in materials
control and accounting systems. These changes
are the subject of this paper.

I. INTRODUCTION

Nuclear materials control and accounting
syrtems continue to evoive in terms of both
their fundamental philosophy and their typical
implcmentations. The pressures driving this
evolution arise from several sources, perhaps
the largest two being regulatory and institu-
tional concerns. At the same time, the ensbl-
ing technology is emerging. That fact, to-
gether with a tighter coupling of process
operacving considerations and materials control
and accounting, have Iimportant implications
for the future, The purpose of this paper is
to examine the combination of all these fac-
tors, supported by operating experience, with
respect to directions of chanre.

II. REGULATORY PRESSURES

Various regulsations or requirements arise
under both domestic and international safe-
guards. In the domestic case, materisls con-
trol and accounting requirements are laid out
in Departnent of Energy (DOE) Order 3630 for
DOE facilities. Nuclear Regulatory Commission
(NRC) regulations govern commercial faclili-
ties, aud the NRC has recently proposed o
materials control and accounting reform amend-
ment intended to upgrade those rezulations,
In the international case, requirements are
promulgated vy the Internstionsl Atomic Energy
Agency (IAEA) through its interactions with
the Member States or by bilateral and multl-
latera) agreements among various groups of
countriag,

BWork wupported by the US Department of Energy,
Offtce of Safeguardm and Security.

In all of thesse cases the regulatory
pressures sce three pronged:

e more timely accountirg,

e more sensitive accounting, and

e lower personnel radiation exposures
necessary to achiove acceptable ac-
counting quality.

In eddition, the domestic ncene it currantly
dominated by incressingly stringent threst
guidance. Pert of this thresat gnidance is
intended to reinforce controls over those per-
sonnel normally having sccess to rovecial
nuclear material (SNM), thereby providing
additional protection against thresats that
depand upon a knowledgeable insider. is a
result, long-standing reliance on pereonml
integrity at the operating level is being
yuestioned. The role of technology in allevi-
sting the need for that reliance will become
of increasing concern; that role iz not likely
to be one of decision making. Technolcgy can
best contribute by assuring that sccurate and
precise inputs sre aveilable to the decision
maker, which will be a human for the foretwe-
able future.

The international safeguards problem is
complicated by the emergence of new types of
facilities to be safeguarded. Thesa are the
so-called bulk-handling faclilities, of which
enrichment, fuel fabrication, and reprocessing
sre the prime examples. The nature, number.
end size of these facilities will deaand o
different approach to IAEA safegusrds to ad-
dress emerging performance requirements. The
technology to satisfy these regulations and
requiremente in such facilities is still helng
developed.

In those ceases where facilities are sub-
ject to both domestic and internstional safe-
guards requirements and regulations, it should
be obvious that a substantial degree of com-
patibility between the two is highly deslr.
sole. This compatibility minimizes the redun-
dancy and disruption thet gafeguards sometimes



imposes on a facility, which is both advanta-
geous cost-wise and simpier for the facility
operator.

JII. INSTITUTIONAL PRESSURES

A second set of pressures neither dl-
rectly opposed to wur in sgreement with the
regulatory ones comprises large-scale issues
spanning questions ~f propriety, prerogatives,
end per-gption. Thuse pressures include the
following major wnes:

o minimize the inappropriate release of
proprietary, sensitive, and/or unnec~
essary information,

e optimize the impact of meterials con-
trol and accounting on product quality,

e maximize safeguards effectiveness,
especial’y as percelved by the out-
side, and

o minimize the cost of safeguards con-
sistent with the above objectives.

This list is not exhaustive, but it cer-
tainly includes the major institutionral fac-
tors. The last fector is especially important
for international safeguards when considered
in terms of manpower requ'rements. Manpower-
intensive systems sre not 1likely to be suc-
cestful or acceptable in the long term.

It is lwportant that safeguarders keep in
mind just who it is that determines what the
leveis of these pressures are. Many individ-
uals and entities play a role in that process,
and elmost none 2f them are solely safeguards
oriented, Consequently, safeguards technolo-
gists can strive to relieve these pressures,
but the determination of whether or not relief
is sufficient is a collective one.

One of the pivotsal {ssues concerning
safeguards is that of performance evaluation.
Again, we must keep in mind who does that
evaluation, and there are four classes of
evaluators: those who design, build, and
operate the ssfeguarde system; those who oper-
ate the facility that ir suleguarded; those
who depend on the safeguards system (the pub-
1ic, other countrics, etc.); ard thrsa who
would divert SNM. We can think of the four
{nstitutionsl pregsures listed above as at-
tributes in the pearformance evaluation of a
safeguards system. Thewse four attributes will
be enmsigned, in elther a formel or dJdefacto
way, different welights by each of the four

evaluators. The task for a decision maker who
would relieve these institutional pressures is
to aggregate appropriately all these view-
points.

IV. THE PROCESS/SAFEGUARDS COALITIOR

Several relevant facts help to alleviate
such pressures and further the evolution of
materisls control and sccounting systems in
directions consistent with those pressures.
Pirst, safeguards technology has been emerging
for several years in the way of improvimg botn
sensitivity arnd timeliness of materisls con-
trol end aeccounting systems. For example,
in-line, on-line, and at-line instrumentstion
is much more readily and widely available to-
day. Supporting that Iinstrumentsation is the
capability for logical safeguards systems de-
sign and integration, in-luding, for example,
technigues for quantitative performance analy-
sis and stetistical methods for evalustion of
materials accounting data.

At the same time, the technology of proc-
ess design, development, a&nd control also is
evolving. This means that many of the process
design tools, which are an absolutely essen-
tial part of meterials control and accounting
systems design, can also be brought to bear
for process engineering purposes. In addi-
tion, facility automation based on artificial
intelligence and robotice is emerging as the
wave of the future in process design and oper-
ation. This technology obviously will have
substantial impacts on the nature and imple-
mentation of safeguards. For example, human
exposure to the process environment will be
minimized, resulting in both 1less radiation
exposure and less potential for rcompromise of
sensitive information.

It i{» by no means too soon to begin weav-
ing all these threads together. The impro: ad
systems for tracking nuclear materiale, which
arise naturally from ‘'he improved sateguards
technology developed for the evolving materi-
als control and accounting systems, will pro-
vide benefits to the p-ocess operators. MNod-
ern systems will natutrally bulld on current
capabilities four process control !n terms of
available {nstrumentation and meusurements
that might be upgraded for materials control
and accounting.

Examplos of the results of these evolu-
tionary prevsures include the series of seven
mini-ru~ experiments at the Allled General



Nuclear Services Reprocessing Plant in
Barnwell, South Carolins, the design of the
Fuels Materials Examination Facility at
Richland, Washingtoen, and the design of the
New Special Recovery Line ut Savanrnah River.
In emch of these cases, the evolutionary pres-
sures described atove havs been overriding
factors. In every case these factors have
been alleviated by s strong coalition of proc-
ess and safeguards concerns. Such coslitions
are sbsolutely necessary to achieve both maxi-
mum efficiency and effectiveness.

Perhaps . the most outstanding example of
the potential for mutual benefits to safe-
guards and the process is in the gas centri-
fuge enrichment plant (GCEP) now under con-
struction at Portsmouth, Ohio. The ususl IAEA
inspection approach would call for an attrib-
utes and veriables sample plar on l4é-ton cyl-
inders of UFg feed, product, and tails
materials, necessitating inspector presence to
carry out, for example, sn attributes check on
o substantisal number of such cylinders. On
the other hand, by providing a set of sutomat-
ed in-line enrichment monitors (EMs), the at-
tributus checks on all cylinders would be
automatically performed without the need for
inspectors to be present, which would save
several {inspector man months for a two-bulld-
ing GCEP, which is {he current plan. In addi-
tion, the GCEP operators would have to con-
tribute perheps three times that amount of
thelr own resources to sssist the IAEA If the
EMs were not in place. Thc GCEP operstor slso
benefits from having e« continunus on-line
meagurement. of the enrichmen: of material go-
ing into the product cylinders, s measurement
that is higthly desirable from a procese oper-
iting standpoint. Even fucther, the EMs would
provide sutstantially improved timelineis anud
sengitivity over the usual approsch p.acti_ed
by the IAEA, Thie is a case where vvery sin-
gle performince measure is improved by advanc-
ol technology. It (s the prototyplc win-win
situstion.

v, POTENTIAL WATERIALS CONTROL AND ACCOUNTING

1he potentisl for Improvements in MC&A,
as well as the limiting fuctors, may be seen
by eramining the structure of the materials
balance and CUSUM uncertaintie for a simple
case. Conslder s process having a serles of
inventory measurements {I(k), X = 0, ..., R
each g iven by

J(k) » ICR) {1 ¢ eq(k) +yy}

where I(k) is the tirus value, ¢3(k) is the
uncorrelsated, or random, inventory measurement
error, and %7 is the correlated, sometimes
called the systematic, Iinventory measurement
error. We assume that both ¢y(k) and 7y
come from statlionary random procesces, so that
m7 s an  unknuwn constant. Note that
¢1(k) ead uy ave relative errors.

Similarly, let the net oif net transfer
measurements, { T(kK), k = 1, 2, .y N}, each
be given by

T(k) = T(k) + er(k) + 7

with similar restrictions and definitions as
before. The varisnces of the i{our random
variables, te(k), Ny, tplk), Mg, are
constent and glven, respectively, by

ofr oy vfr ofr

It is straightforward to show that the vari-
ance of thc CUSUM ovir N balances, which is
the same as a sinele materials balance over
the N periods, can be written as

o Z(N) = [12(0) + 12(N))ofy
+ 1100) - T(N) 1708y + Nofgp
+ "2031 '

if ny and nr are constant. We can use
this equs:ion to make the following observa-
tions.

In high-throughput processes, the rela-
tive accuracy between hatween feaed and product
measurements 1limite the long-term decect'on
sensitivity, and long-term relative blanes
between feed and product measurements should
be controlled. Theoretically, the 1limiting
factor is the uncertainty in the relat.ve blus
between the physical standucrds used for these
messuroments, which may be <0.1Y, Consequent-
ly, it le dGifficult to imagine a long-term
detection nmens:tivity better than about 0.1%
of the throughput.

In contrast, the precjsion of the Iin-
process inventory measurements and the varla-
biljty o) any unmeasured holdup are the liamlt-
ing uncertainties in short-tetm detection.



Even with very precise measurements, large
buffer-storage tanks mey introduce large abso-
lute errors that will seriously degrade tbhe
short-term detec’.ion sensitivity. On the oth-
er hand, relatively m.nor holdups and wuide-
streams will have little effect on detection
sensitivity, and estimates bassd on historical
data can te used until these componants are
measured, for example, during a physical in-
ventory. On the basis of past opeorating ex.
poerience, I believe that 1% of the inventory
is a reasonable iimit to the short-term detec-
tior sensitivity.

What can be done about these 1limita-
tions? The nature of the problem suggests the
following three-po.nt approach:

e Create materials balances that are
sufficiently small in time &nd space
s0 that detection sensitivities are
suitable.

e Postulate that any diversion threat is
limited to a very few locations, with
minimal opportunity for successful
tampering or felsification.

¢ Construct s set >f administrative pro-
cedures, augmen.ed by security tech-
nology, to ensure that the above situ-
ation holds.

This approach, coupled with rescognition of the
structure and potential of MCEA sy.tems, has
profound implications for the future direc~
tions of MC&A evolutionm.

VI. CONCLUSIONS

The wmost difficult aspect of Iimproving
the sefeguards osituatjon, be it domestic or
fnternational, civilian or military, is to
convince people that advancing safeguards
technology may not be just a burden, but may
have benevolent, benelicial cohsequences,
Very often w~e can be in that happy sttuation
where cort and effectivenexs don't have to be
traded off agalnst one another, Bothr may lm-
prove simultanecusly {f we can get nurselves
to peer over the adge of the rut of tradition.

The evolullonary pressures  described
above, of course, cause evolutionary trends In
the technology of materials control and ac-
counting. These trends affect both the de-
vices of materials accounting and the systems

of materials accounting. I characterize them
as follows:

¢ Instrumentation
- smact, easy tc¢ use
- remote operation, tamper safe
- networkable
- relisble, robust
- well-charscteriitedl

o S)ystems

- close-coupled materials accounting

- more “~imely, s:neitive materials
accounting

- well-characterized

- computer-based inspection systews

~ statistical pattern recognition for
diversion detection

- resource allocatlion optimizetion.

1 believe these trends ace inevitable and
necessary. Like any growth, they will not
come without pain and uncertainty, but the
alternatives are not ascceptable. In asctuality
our outlook should be much more opositive,
Encouragement of the trends outlinyd here just
may have substantial benefits for all of us,
It's a possibility, worth investigating,



